
S2W LAB Inc.
Safe and Secure World

S2_EYEZ for Klaytn Token Economies

June 2021
Chanhee Lee



2Copyright ⓒ 2021, S2W LAB Inc.

Cryptocurrency Tokens

Tokens are as important as cryptocurrency itself



3Copyright ⓒ 2021, S2W LAB Inc.

How to track the token transfers

Mainnet vs token economies

External transaction
• Transactions initiated by ‘external’ accounts
• Exist on the blockchain mainnet

Internal transaction
• Transactions as a result of preceding transactions(like a byproduct of smart contract functionality)
• ‘Not’ exist on the blockchain mainnet

Token transfer
• Transactions that do exclusively token transfers
• Practically the same with a subset of internal transactions
• ‘Not’ exist on the blockchain mainnet
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How to track the token transfers

Mainnet vs token economies

External transaction
• Transactions initiated by ‘external’ accounts
• Exist on the blockchain mainnet

Internal transaction
• Transactions as a result of preceding transactions(like a byproduct of smart contract functionality)
• ‘Not’ exist on the blockchain mainnet

Token transfer
• Transactions that do exclusively token transfers
• Practically the same with a subset of internal transactions
• ‘Not’ exist on the blockchain mainnet

Analyzing token transfers could be just as important as the mainnet!
We need an appropriate way to do this quite unlike that of the mainnet.



System Design
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System Design

Abstracted system architecture of S2_EYEZ for Klaytn token economies

Endpoint Node

Transactions
(mainnet & tokens)

S2_EYEZ for Klaytn
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Data Extraction

Getting token transfers from event logs
{

'address': ‘0xdCd62c57182E780E23d2313C4782709Da85b9D6C’, # contract address
'topics': [

HexBytes(‘0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef’), # transfer()
HexBytes('0x000000000000000000000000f0ba71731d66a6bf7dc42f44dcda25425c171d65'), # from address
HexBytes(‘0x000000000000000000000000f4c7c109cb27f2ab2dee048a2a5f6b336bc26249’)  # to address

], 
'data': ‘0x0000000000000000000000000000000000000000000000007068fb1598aa0000’, # amount(hex)
'blockNumber': 54261279, 
'transactionHash': HexBytes('0xf84b0bbdfa087c55df98f247a185247657b1215d7288571411a1d6641e971413'), 
'transactionIndex': 0, 
'blockHash': HexBytes('0x2dbd561d00318d4c4d75bef956cec11cc8f2519ba9f52b10e751a72d86462354'), 
'logIndex': 0, 
'removed': False

} Token Transaction Graph
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Graph Construction 1/3

Data structure of token transfer graph

Two types of Vertex
• Address: address
• Transaction: transaction hash value, timestamp, amount and etc.

Single type of Edge
• Directed(Incoming/Outgoing) edge: transfer(token) type

External data store
• Supplementary data about transactions such as tx fee, gas used and limit
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Graph Construction 2/3

The monolithic vs microstructure of multiple token types

Monolithic Graph

Usability
• Easily track the multiple token transfers 

at once

Singleton
• Generalized data structure

Micro Graph

Pros.

Cons.

Pros.

Cons.

Good for single type of token
• Traverse transactions of a specified token 

type only

Irrelevant information trace
• Traverse token transactions irrelevant to 

a requested token type

Additional cost
• Reference of a string of graph to trace 

token transfers over one token type

Hard to maintenance
• Maintenance of an individual graph 

structure for every single token type 
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Graph Construction 3/3

Example: 
0xa60c89a51208c94af197815538547997980b872d3fad9f0dd6ae43d35fdd7a5d
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Graph Construction 3/3

Example: 
0xa60c89a51208c94af197815538547997980b872d3fad9f0dd6ae43d35fdd7a5d

0xa60c89…dd7a5d_0 0xdcd6…0xf366…

0xa60c89…dd7a5d_1 0xb6f6…

Klay Klay

amount: 0
timesatamp: 1618209478
…

SSX

amount: 0.5
timesatamp: 1618209478
…

SSX

Account

Token contract

Transaction



Abnormal Transactions
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Blockchain Anomality

Malicious usages

Money Laundering
• Black(e.g., hacked) money
• Bitcoin

• n:m transactions
• Ethereum

• DeFi(DEX, swap)
• e.g) the case of KuCoin hack: Synthetix, Uniswap, KyberSwap

Transaction Abuse
• Arbitrage, Oracle manipulation
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Transaction Patterns

Case study on transaction abuse: flash loan attack
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Transaction Patterns

Case study on transaction abuse: flash loan attack

# of transactions 
with same hash value

Token A to Z

.

.

.

.

.

.
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Transaction Patterns

Case study on transaction abuse: flash loan attack

DeFi addr
e.g. dYdX

Set of transactions(0…t)

1st token transfer

Last token transfer
. . . Suspicious

addr
Token A Token A



Web Services
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Data Expression

Delivery method of S2_EYEZ

As-Is: development environments(APIs)
• Hard to use to people in general without any background knowledge about software developments
• Visible only for Klaytn forum users

To-Be: public web services
• Fully open to public
• Give a clear view of analysis result
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S2_EYEZ as Web Services

Example: private web services for BTC analysis

basic information

getting details

transaction graph

data exportation
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Web Applications

Web application services to support the analysis of token transfers

Name Description Inputs Outputs

Financial Flow Tracking
Providing the details of 
financial transaction flows of 
an address

An address
A relational graph of 

transaction flows rooted 
from an address

Correlation Analysis

Generating the combination 
of transaction data from the 
mainnet and token 
economies

A hash value of a 
transaction

A relational graph of 
transaction information 
related to the requested 

transaction

Shortest Path Figuring out the shortest 
path between two addresses

Two addresses
A path data from an 
address to another

Pattern Matching
Finding out what 
transaction patterns a wallet 
has

An address, a specific 
transaction pattern

A graph of a matched 
transaction pattern 
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Milestones

Milestones and schedule

Criteria

Research & Design Implement & 
Measurement

Development & 
Operation

Technical Reports

~ August 31st ~ December 31st

Details

Deploy S2_EYEZ web 
application server 
instance publicly

Implementation of API 
specifications to support 
the analysis of token 
economies

Find out unknown 
abnormal behaviors from 
the Klaytn transactions.

Preliminary research on 
Klaytn token economies

Survey previous work 
related to malicious 
behaviors of blockchain

Technical Reports Public Web Services

A B C
~ October 31st
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