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Background: Blockchain is Changing the World

People Have High Expectations for Blockchain Apps,
Evidenced by Metamask
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Wallet is Essential for Klaytn Ecosystem

Klaytn ecosystem is growing rapidly.
Wallet is essential for Klatyn Ecosystem.
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The Problem: Wallet Security

Two Security Problems of Wallets

User may forget the The wallet may be stolen
password of the wallet by attackers

leveloper Stefan Thomas - , :
iis wallet in search of his B — 4 HACKING
ssword. (He didn't find it.) This man owr

AFFAIR

A programmer living in San Francisco People prefer browser-based wallet for convenience,
forgot the password to his Bitcoin wallet. but the browser wallet may be vulnerable to hacking.




Demonstration of Metamask Hacking

Extracting seed words from a browser wallet
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Several Ways of Keeping Your Wallet Secure

We Need to Protect the Private Key

1. Use a H/W wallet 2. Use a Multi-signature wallet

+ The private key never exposed + Having safeguard features (key recovery)

- You must carry the device with you - Additional fees required
- Not all blockchain supports MultiSig
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Comparison Between SingleSig and MultiSig

MultiSig is More Secure than SingleSig,
But It is Inefficient

SingleSig MultiSig

* t-of-n approval security
* Requires platform support
* Higher transaction fees

* An account depends on single
private key
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Our Solution: Threshold Signature Wallet

Threshold Signature is Superior to MultiSig

v" Distributed key generation and signing
v No one has the private key

v Supports t of n key shares

v' Compatible with any blockchain network
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Our Solution: Threshold Signature Wallet

Threshold Signature Scheme:
High Compatibility, and Low Transaction Fees

MultiSig ThresholdSig

e t-of-n approval security e t-of-n approval security
e Requires platform support e Platform-independent
e Higher transaction fees * Low transaction fees as singlesig
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Our Solution: Threshold Signature Wallet

TSS wallet: A “Keyless” solution

SATISFIES SECURITY, EFFICIENCY, USABILITY

&

Private key No additional Compatible with all No additional H/W
never revealed transaction fee incurs blockchain networks device required




TSS Wallet Design Overview

PC and Mobile Device Co-work for Keygen and Sign

Mobile Device Used as
2 Factor Authentication

Backup Phrase Keyshare backup

Key restoration

Klayswap

Klaytn BApps J

@ OpenSea @rblt Bridge

Send transaction

Mobile device
Browser wallet Keygen/Key refresh
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Relay Server
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Sign transaction




Threshold Signature Wallet for Klaytn

TSS wallet Design Choice

2-0f-3 Key Shares Advantages of our design choice

[

Provides two-factor OK even if part of
Browser extension  Mobile device Backup phrase authentication method device lost or stolen

 Three different key shares are generated ——
 Two distinct shares are used for sign transactions =®

Privacy-preserved No additional fees for
key recovery key recovery




TSS Wallet Design Overview

Browser extension

e |Initiate TSS keygen and sign
* Create a backup phrase

Components Mobile device app
of TSS Wallet .

Participate in TSS keygen and signing transactions

Relay server

* Create a secure channel between two entities




TSS Wallet Design Overview

TSS Key Generation example

Backup phrase PC (browser extension)

1) Create a channel

3) Create key share

3) Generate key share

- Used for key recovery - Initiate TSS keygen
- Managed by user - Generate TSS key

Relay server

Mobile device

2) Join the channel

M
—

3) Generate key share

- Generate TSS key




TSS Wallet Design Overview

TSS Sign Example
[ |

@ OpenSea @rblt Bridge

4) Send Transaction

PC (browser extension) Relay server Mobile device

1) Create a channel 4 2) Join the channel
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3) Create a TSS sign T 3) Create a TSS sign




Features of TSS wallet

Comparison With Existing Wallets

Security Features

Features Browser Wallet TSS wallet H/W Wallet

Key Never Exposed

Anti-Key Theft

Key Refresh




Features of TSS wallet

Comparison With Existing Wallets

Usability Features

Features Browser Wallet TSS wallet H/W Wallet

Easy Installation

Hardware Price $100 - $200

Wallet Sync




Milestones and Schedule

11/01 - 12/31 01/01 - 02/28 03/01 - 04/30

Research & Design Development Development & Testing

Details

Implement a sample browser
extension for TSS wallet
Implement a sample mobile app
Implement a sample BApp for
benchmark testing

Analyze and find technical Implement TSS algorithm library
requirements of TSS wallet Implement a secure relay server
Design TSS wallet Implement a sample CLI app
functionalities (library test tool)

Criteria

[Milestone #1] [Milestone #2] [Milestone #3]
* Technical report « TSS library « Sample browser extension
« TSS wallet Design specification « Relay server APl documentation « Sample mobile app

« Sample CLI app  Benchmark result




For our Klaytn World
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